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NETWORK AND CYBER SECURITY
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Instructions :

1. The Question Paper is divided in five Units. Each unit carries an internal
choice.

2. Attempt one question from each Unit. Thus attempt five questions in all.

3. All questions carry equal marks.

4, Assume suitable data wherever necessary.

5. English version should be deemed to be correct in case of any anomaly in
translation.

6. Candidate should write his/her Roll Number at the prescribed space on the

question paper.

P.T.O.



9335

(@)

b)

(@)

)

(@)

)

(@)

b)

g&E I (Unit I)
Public key cryptography @ ufRenfo@ #ifSq R cryptography ® I

UfeTohyM i AR HifU |

Define public key cryptography and explain their application in

cryptography.
Threat 1 © ? Threats % Wil &I Feidg HiwQ|

What is threat ? Enlist sources of threats.

3gar (Or)
T Cyber security &l TE¥IHdl F & ? IO o @Y CIA & =R
RIS |
Why do we need cyber security ? Explain the CIA with an example.
Blowfish # Wewqui fowm &4 & wmr & 2
How is key expansion done in Blowfish ?

e II (Unit ID

DES # S-Box & 4fyst 1 ¥ ? = ity
What is the role of S-Box in DES ? Explain.
fafi=1 block cipher feszd fag@ =m € ?
What are the various block cipher design principles ?

3qar (Or)
DifﬁeHellman?ﬁWW%ﬁR:{éﬁaﬁéﬁT%l Iqg HT hIdl
T 2
Diffie Hellman neither encrypts nor signs. What does it do ?
THemeY T faf¥ = cryptographic T&NREH Fiestel Cipher Structure 1 ST
FH FA T2
Explain how different cryptographic algorithms use Fiestel Cipher

structure ?
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a3 III (Unit IID)
frafafeq & faw RSA &1 3TN &k UTewr R feferwm =wifsu .

Perform encryption and decryption using RSA for the following :

p =3 q =11; e 7, m =5

Secure Socket Layer g1 URWItG WX YRIHhid THSET |

Explain the four protocols defined by Secure Socket Layer.
AYAT (Or)
Digital signatures W T T UM HITST |

Describe the attacks on digital signatures.

IPSec ERI &l ¥amd YgH i Sl & ? IPSec @1 architecture 1 U
hiToTy |

What services are provided by IPSec ? Describe the architecture of

IPSec.
gae IV (Unit IV)
Hash function 31 & ? HMAC ¥ MAC o7 9 & ?

What is hash function ? How is MAC different from HMAC ?
MD5 1 § ? Fedeh il giwd @A o fou @@ STEm S fwEr S
g 2
What is MD5 ? How is it used for secure the network ?

3{gar (Or)

Trap door WU 1 HHAEH |

Explain the trap door system.

GPG & URwoa #ifSwl GPG T&= Hled W == wifswl

Define GPG. Discuss the GPG trust model.
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3@z V (Unit V)
IR oF Y PKI &1 90 whifsw |

Describe the PKI with an example.

Kerberos &1 & 3Mava®wad ¥ ? “Is Ethical hacking legal” W feoquit
IS |
What are the requirements of Kerberos ? Comment on “Is Ethical hacking
legal” ?

4T (Or)

faga ik fafedi @1 STEMT 9% 9 efficient authentication d T
I B2

How do you achieve efficient authentication using principle and
methods ?

Audit F1 § ? Security audit I SIEIHA W == HiOT |

What is an audit ? Discuss the necessity of security audit.



